CTISSForm1 | CTISS Request For Change Form F'I'/Ijz@

Information Sharing
Environment

Change Request-Submitting Organization

Request date: 2008/08/28 RFCID: RFC-2008-09-01

Organization name: DOJ/ NIEM

Organization mailing address:

U.S. Department of Justice
950 Pennsylvania Avenue, NW

Washington, DC 20530-0001

Point of Contact (POC) name/title: Tom O'Reilly / Jeremy Warren

POC telephone: 202-598-5356 / 202-353-2244

POC email address: thomas.o'reilly2@usdoj.gov / jeremy.warren@usdoj.gov

CTISS identification:
X] FUNCTIONAL STANDARD  [_] TECHNICAL STANDARD

Change to:
IEPD [J1SE [ non-ISE [X] BOTH

Change Request scope:

[] BUG FIX IX] FEATURE ENHANCEMENT ] NEW CAPABILITY

Approval Level:

X CTISS Committee [ ] Mission Focus Working Group/Committee [ ] ISC

Narrative description:

Propose modifying infrastructure sector code as noted in Table A (see attached) with
additional elements.

Additional features or capability:

None noted.
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Benefits of change:

Brings together infrastructure lists from DHS sector list, DOJ target sector list, and
SME input.

Potential Negative Impacts/Risk Mitigation:

No negative impact noted.

Change Request-Submitting Organization

Timeline:
Draft Date:
Approved Date:

Implementation Date:

Coordination Process:

Reviewed date:

Adjudication.: CTISS Committee/Configuration Control Working Group use
only

RFCID: RFC-2008-09-01

Received date: 13 August 2008

Reviewed date: 13 August — 10 Sept 2008

Reviewer name: Gail R. Reid / gail.r.reid@ugov.qov / 1-866-233-6652

CTISS Change Request APPROVED [X]  NOT APPROVED [_]
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Explanation:

Disposition date:

Approving Official name/signature: Clark Smith (gigned 12 Sept 2008)

Title: CTISS Committee Chair Date: 12 Sept 2008
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Table A “Infrastructure Sector Code”

CURRENT SUGGESTED Enumeration CHANGE DHS Sector List (for comparison)
Food, Agriculture, Livestock Agriculture and Food AGRI split out “Livestock” below Agriculture and Food
Banking, Finance Banking and Finance FIN reworded Banking and Finance
Chemical, Hazardous Material Chemical CHEM split out “Hazardous Material” Chemical

below; added new enumeration
Defense Industrial Base Defense Industrial Base DFNSE none Defense Industrial Base
Energy, Utilities Energy ENRG split out “Utilities” below Energy
Emergency Services Emergency Services EMRG none Emergency Services
Information Technology Information Technology IT none Information Technology
Telecommunications Communications COMM reworded; added new enumeration Communications
Postal, Shipping Postal and Shipping MAIL reworded Postal and Shipping
Healthcare, Public Health Public Health and Healthcare HLTH reworded Public Health and Healthcare
Transportation Transportation Systems TRANS reworded Transportation Systems
National Monument, Icon National Monuments and Icons MNMT reworded National Monuments and Icons
Government Facilities Government Facilities GVTBLDG none Government Facilities
Dams Dams DAMS none Dams
Special Function Special Function SPCFXN none
Manufacturing Critical Manufacturing MFG reworded Critical Manufacturing
Retail Commercial Facilities COMFAC reworded Commercial Facilities
Nuclear Facilities Nuclear Reactors, Materials, and Waste NCLR reworded Nuclear Reactors, Materials, and Waste
Coastal Facilities Coastal Facilities CSTL none
Education Education EDU none
Natural Threats Natural Threats NATRL none
Population Population POP none
Person Person PRSN none
Other Other Structure (e.g. high-rise building, hotel) OTHR reworded
- Tactical Command Post TACTCP added item and enumeration
- Mass Gathering Location MASS added item and enumeration
- Correctional Location CORR added item and enumeration
- Entertainment Venue ENTMT added item and enumeration
- Cultural/Religious/Ethnical CULTRL added item and enumeration
- Water WATR added item and enumeration Water
- Livestock LIVSTK added item and enumeration
- Hazardous Material HAZMAT added item and enumeration
- Utilities UTL added item and enumeration
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Change Request-Submitting Organization

Request date: 2008/08/28 RFCID: RFC-2008-09-02

Organization name: DOJ / NIEM

Organization mailing address:

U.S. Department of Justice
950 Pennsylvania Avenue, NW
Washington, DC 20530-0001

Point of Contact (POC) name/title: Tom O'Reilly / Jeremy Warren

POC telephone: 202-598-5356 / 202-353-2244

POC email address: thomas.o'reilly@usdoj.gov / jeremy.warren@usdoj.gov

CTISS identification:
DX] FUNCTIONAL STANDARD  [_] TECHNICAL STANDARD

Change to:
IEPD []1SE []non-ISE [X] BOTH

Change Request scope:

[] BUG FIX X] FEATURE ENHANCEMENT ] NEW CAPABILITY

Approval Level:

D] CTISS Committee  [X] Mission Focus Working Group/Committee [ ] ISC
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Narrative description:

1. Propose renaming as follows: Tip Type Code to “SuspiciousActivityCode” on pg.19
of ISE SAR FS; Tip Class Code to “ThreatTypeCode” on pg 19; Tip Sub Type to
“ThreatTypeDetailText” on pg. 19; Source Agency Record Status to
“SourceAgencyRecordStatusCode” on pg. 17; and, Dissemination Description Code to
“DisseminationCode” on pg. 17

2. Propose modifying SuspiciousActivityCode (formerly Tip Type Code) as noted in
Table B; ThreatTypeCode (formerly Tip Class Code) as noted in Table C;
SourceAgencyRecordStatusCode (formerly Source Agency Record Status) as noted in
Table D; and, DisseminationCode (formerly Dissemination Description Code) as noted
in Table E. See attached for Tables B, C, D, and E
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Additional features or capability:

None noted.

Benefits of change:

1. Renaming would be more appropriate and will more closely reflect the semantic of
the fields.

2. Discussions at Intel Commanders’ meetings yielded requirements for proposed
code modifications to product more effective use of fields.

Potential Negative Impacts/Risk Mitigation:

No negative impact noted.

Change Request-Submitting Organization

Timeline:
Draft Date:
Approved Date:

Implementation Date:

Coordination Process:

Reviewed date:
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Adjudication: CTISS Committee/Configuration Control Working Group use
only

RFCID: RFC-2008-09-02

Received date: 13 Aug 2008

Reviewed date: 13 Aug — 10 Sept 2008

Reviewer name: Gail R. Reid / gail.r.reid@ugov.gov / 1-866-233-6652

CTISS Change Request APPROVED [X] NOT APPROVED []

Explanation:

Disposition date:

Approving Official name/signature: Clark Smith (gigned 12 Sept 2008)

Title: CTISS Committee Chair Date: 12 Sept 2008
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Table B “Tip Type Code” (propose renaming to Suspicious Activity Code)

CURRENT SUGGESTED Enumeration CHANGE
Criminal Incident - A removed
Critical Infrastructure - B removed
Cyber Crime - C removed
Financial Incident - D removed
Intelligence - E removed
Security Issue - F removed
Suspicious Incident - G removed
Threats/Crimes Against Persons - H removed
- Acquisition of Expertise EXPERT added item and enumeration
- Cyber Attack Intrusion INTRSN added item and enumeration
- Eliciting Information ELICIT added item and enumeration
- Expressed or Implied Threat THREAT added item and enumeration
- Flyover FLYOVR added item and enumeration
- Materials/Acquisition/Storage MATRLS added item and enumeration
- Misrepresentation MISREP added item and enumeration
- Observation OBSERV added item and enumeration
- Other (Explain in Text Box) OTHR added item and enumeration
- Photography PHOTO added item and enumeration
- Recruiting RECRUT added item and enumeration
- Sabotage/Tampering/Vandalism SABOT added item and enumeration
- Sector-Specific Incident SECTOR added item and enumeration
- Surveillance SURVL added item and enumeration
- Testing of Security TESTSEC added item and enumeration
- Theft/Loss/Diversion THEFT added item and enumeration
- Weapons Discovery WPNS added item and enumeration




Table C “Tip Class Code” (propose renaming to Threat Type Code)

CURRENT SUGGESTED Enumeration CHANGE

Biological Biological BIO none

Chemical Chemical CHEM none

Critical Infrastructure Critical Infrastructure INFRA none

Counterfeiting Counterfeiting CNTFTG none

Contamination Contamination CTMN none

Cyber Crime High Tech Crime HTECH reworded item and enumeration
Explosives Explosives EXPL none

Fraud Fraud FRAUD none

Hate Crime Hate Crime HATE none

Incendiary Incendiary INCEND none

Money Laundering Money Laundering LAUND none

Nuclear/Radiological Nuclear/Radiological NCLR none

Suspicious Vehicle Suspicious Vehicle SPCVEH changed enumeration
Suspicious Person/Persons Suspicious Person/Persons SPCPER changed enumeration
Suspicious Substance Suspicious Substance SPCSUB changed enumeration

- Suspicious Circumstances SPCCIR added item and enumeration
Threat Against Public Figures Threat Against Public Figures THRTPUB none

Terrorism Funding Terrorism Funding FUND none

Viruses/Worms Viruses/Worms VRUS none

Table D “Source Agency Record Status” (propose renaming to Source Agency Record S

tatus Code)

CURRENT

SUGGESTED

Enumeration

CHANGE

Closed - Unfounded — no basis for complaint

CUNF

added item and enumeration

Closed - Opened Investigative Case CINV added item and enumeration

Closed - Opened Intelligence Case CINT added item and enumeration

Closed - No Additional Activity Required CNOA added item and enumeration

! Closed - Turned Over to Regulatory Agency CREG added item and enumeration

free text field . -

Closed - Turned Over to Other Agency COTH added item and enumeration

Closed - Unresolved CUNR added item and enumeration

Closed - Gone on Arrival CGOA added item and enumeration

Open OPEN added item and enumeration

Pending PEND added item and enumeration

Table E “Dissemination Description Code” (propose renaming to Dissemination Code)

CURRENT SUGGESTED Enumeration CHANGE
Black - BLACK removed
Gray - GRAY removed
White - WHITE removed




Do Not Disseminate NO added item and enumeration
Check Before Disseminating CHK added item and enumeration
Disseminate YES added item and enumeration




