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Objectives Roadmap
This module supports the following course objective:
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Define the physical components of an 
XML exchange.

Identify basic XML components that are 
used in the NIEM structure.

Write and/or extend an XML schema 
conformant to the NIEM Naming and 
Design Rules (NDR).
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Module Objectives

• In this module, we will review:

 Common terminology used in XML exchanges.

 Physical and logical elements of an XML exchange.

 How XML exchanges integrate with existing 
systems.

 Different approaches to exchange design.

 Design considerations for security, scalability, 
performance and maintainability.
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Common Terminology

• XMLςeXtensible Mark-up Language used to define 
and serialize data as well as define schemas, 
transformation rules, web services and visual 
presentation.

• Messageςone or more XML documents containing 
the data to be shared.  

• PublisherςAn entity / software program that 
ƛƴƛǘƛŀǘŜǎ ŀ άhƴŜ ²ŀȅέ ŜȄŎƘŀƴƎŜΦ

• SubscriberςAn entity / software program that 
ǊŜŎŜƛǾŜǎ ƳŜǎǎŀƎŜǎ ƛƴ ŀ άhƴŜ ²ŀȅέ 9ȄŎƘŀƴƎŜΦ
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More Terms

• RequestorςAn entity / software program that 
ƛƴƛǘƛŀǘŜǎ ŀ ά¢ǿƻ ²ŀȅέ ŜȄŎƘŀƴƎŜΦ

• ResponderςAn entity / software program that 
ǊŜŎŜƛǾŜǎ άwŜǉǳŜǎǘ aŜǎǎŀƎŜǎέ ŀƴŘ ǊŜǘǳǊƴǎ άwŜǎǇƻƴǎŜ 
aŜǎǎŀƎŜǎέ ƛƴ ŀ ά¢ǿƻ ²ŀȅέ 9ȄŎƘŀƴƎŜΦ

• Web Service ςA type of program that allows a 
remote system (Client) to interact with a  program 
on a local system (Server) using XML messages.
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More Terms

• XML Document (.xml) ςA file that contains actual 
data and conforms to the rules of XML syntax (also 
ƪƴƻǿƴ ŀǎ άLƴǎǘŀƴŎŜ 5ƻŎǳƳŜƴǘέύΦ

• XML Schema Document (.xsd) ςa set of rules to 
which an XML document must conform in order to 
ōŜ ŎƻƴǎƛŘŜǊŜŘ άǾŀƭƛŘΦέ 

• Web Service Description Language (.wsdl) ς
tǊƻƴƻǳƴŎŜŘ άǿƛȊ-ŘǳƭƭέΣ ŀ ŘƻŎǳƳŜƴǘ όŎƻƴǘŀƛƴƛƴƎ ·a[ύ 
that describes the functionality of a Web Service.  
ό[ƛƪŜ ŀ ά{ŜǊǾƛŎŜ /ƻƴǘǊŀŎǘέύΦ
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Even More Terms

• XML Stylesheet (.xsl) ςAn XML document that 
describes how XML data should be visually rendered.

• XML Stylesheet Transformation (.xslt) ςAn XML 
document that defines the rules by which a file 
defined by one schema is transformed (mapped) to  
a file defined by another schema.
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XML Message Exchange Patterns

• One-way exchange

• Publish/Subscribe exchange

• Two-way exchange (Request/Response)

• Federated Query
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XML Message Exchange Patterns

• {ƛƳǇƭŜ άhƴŜ ²ŀȅέ ŜȄŎƘŀƴƎŜ ǇŀǘǘŜǊƴ

aŜǎǎŀƎŜǎ ŀǊŜ άtǳǎƘŜŘέ ōȅ ǘƘŜ tǳōƭƛǎƘŜǊΦ

 Sent directly to one (1) Subscriber.

 Can be transactional or batch.

 Transport neutral (Web Service, FTP, E-mail, etc.).

 Protocol Acknowledgements.
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Elements of a one-ǿŀȅ άн-ǇŀǊǘȅέ 
exchange
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Publisher Subscriber

Message or 
IEP

Public 
Location

WSDL

Web Service

Schema
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XML Message Exchange Patterns

• άtǳōƭƛǎƘ κ {ǳōǎŎǊƛōŜέ ŜȄŎƘŀƴƎŜ

{ƛƴƎƭŜ aŜǎǎŀƎŜ άtǳǎƘŜŘέ ōȅ ǘƘŜ tǳōƭƛǎƘŜǊΦ

 Delivered to one or more Subscribers.

 Can be transactional or batch.

 Transport neutral (Web Service, FTP, E-mail, etc.).

 Protocol Acknowledgements.

 Very scalable - Publishing component is insulated 
from subscribers.

hƴƭȅ ǎŜƴŘǎ όмύ άCƛǊŜ ŀƴŘ CƻǊƎŜǘέ ƳŜǎǎŀƎŜΧ
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Broker

Publish / Subscribe Exchange
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Publisher

Subscriber 1

Message or 
IEP

Subscriber 2

Subscriber 3

Message or 
IEP

Message or 
IEP

Message Broker
Message Switch

Service Bus

Broker device insulates Publisher from  diverse 
subscriber interfaces
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XML Message Exchange Patterns

• Two-way exchange (Request / Response)

! άwŜǉǳŜǎǘƻǊέ ǎŜƴŘǎ ŀƴ ·a[ ƳŜǎǎŀƎŜ ǊŜǉǳŜǎǘƛƴƎ 
certain specific information.

! άwŜǎǇƻƴŘŜǊέ ǊŜǇƭƛŜǎ ǿƛǘƘ ŀƴ ·a[ ƳŜǎǎŀƎŜ 
containing the requested information. 

ό9ȄŀƳǇƭŜΥ ǊŜǎǳƭǘǎ ƻŦ ŀ ǉǳŜǊȅ ƻǊ άƴŜȄǘ ŎŀǎŜ Іέύ

 Typically implemented via Web Services.

 Typically synchronous response.
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Elements of a Request / Response 
Exchange
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Requestor Responder

Request IEP
Query

Response IEP
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XML Messsage Exchange Patterns

• Federated Query

 A single request message may yield numerous 
response messages.

 Not all respondents may have data for every 
request.

¢ȅǇƛŎŀƭƭȅ ōǳƛƭǘ ǳǎƛƴƎ ŀ άaŜǎǎŀƎŜ .ǊƻƪŜǊέ ŘŜǾƛŎŜΦ

 Broker is aware of  (or can source) all possible 
responders, Requestor is insulated.

 Broker aggregates multiple responses to requestor.
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Correlated
ResponseMessageMessage

Broker

Requestor

Message

Federated Query Exchange
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Message Broker
Message Switch

Service Bus

Response
Message

Response
Message

NO DATA
Message

Responder

Responder

Responder
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Interfacing to Existing Systems

• XML Exchanges are designed for 
interoperability.

• Many tools available for working with XML in 
almost any SDK environment.

• Developers can write code (better 
performance) or use a transformation tool or 
broker device (quicker to deploy and easier to 
maintain).
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Transformed
XML Document

Simple Data Transformation
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Existing 
Data 

Schema 

Existing Data 
Records

New XML 
Schema 

(XSD)

Transformation 
Stylesheet 

(XSLT)

Broker or 
Transformation 

Engine
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Common Design Challenges

• Often driven by specific initiative.

• Enterprise Architecture under-funded or 
deferred.

• Rogue Design elements introduced.

• Early decisions (or non-decisions) shape the 
architecture for years to come.
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Accidental Design
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State Police

State Courts Corrections

Licensing /
Driver History

County Court

County Sheriff

County Court

County Court

County Court

County Sheriff

County Sheriff

County Sheriff
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Thoughtful Design
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State Police

State Courts Corrections

Licensing /
Driver History

County Court

County Sheriff

County Court

County Court

County Court

County Sheriff

County Sheriff

County Sheriff

Standards Based 
Common Interface
(Broker , ESB, etc)
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Module Summary

• In this module, we reviewed:

 Common terminology used in XML Exchanges.

 Physical and logical elements of an XML Exchange.

 How XML Exchanges integrate with existing 
systems.

 Different approaches to exchange design.

 Design considerations for security, scalability, 
performance, and maintainability.

28



XML FOR NIEM: ANATOMY OF AN XML EXCHANGE

Creative Commons

Attribution-ShareAlike 2.0 
You are free to
Å Copy, distribute, display, and perform the work 
Å Make derivative works 
Å Make commercial use of the work 

Attribution ðYou must give 
the original author credit

ShareAlike ðIf you alter, 
transform, or build upon this 
work, you may distribute the 
resulting work only under a 
license identical to this one

Under the following conditions
ÅFor any reuse or distribution, you must make clear to others the license terms of this work
Å Any of these conditions can be waived, if you get permission from the copyright holder

Your fair use and other rights are in no way affected by the above
This is a human -readable summary of the Legal Code (the full license) and Disclaimer

This page is available in the following languages 
Català , Deutsch , English , Castellano , Suomeksi , français , hrvatski , Italiano , , Nederlands , Português , 
and ( )

Learn how to distribute your work using this license
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